Setting TLS for Internet Browser

For secure access to your account, please make sure you have the TLS
security protocol set in your Internet browser settings.

For Microsoft Internet Explorer 9 this can be located under:

(Tools) Gears icon

Internet Options

Advanced tab

Scroll down to Security

Scroll down and check TLS 1.0
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Please note the yellow highlighted setting below which should be
checked.
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| General | Security | Privacy I Content | Connections Program5| Advanced [

Settings

Enable DOM Storage -
Enable Integrated Windows Authentication™

Enable memory protection to help mitigate online attacks™
Enable native XMLHTTF support

Enable SmartScreen Filter

[] usessL 2.0

Use 55L 3.0

[ UseTLS 1.0

|| UseTLS 1.1

[ use LS 1.2

Warn about certificate address mismatch™®

[] warn if changing between secure and not secure mode B
Warn if POST submittal is redirected to a zone that does n

-
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*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

Reset...
condition,

¥ou should only use this if vour browser is in an unusable state,
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For Microsoft Internet Explorer 8 this can be located under:

. Tools

. Internet Options

. Advanced tab

. Scroll down to Security

Scroll down and check TLS 1.0
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Please note the yellow highlighted setting below which should be
checked.

General I Security I Privacy I Content I Conneckions I Programs Advanced |

Settings

O check For server certificate revocation® ;I
Check for signatures on downloaded programs

O Do not save encrypted pages ko disk

Empty Temporary Internet Files folder when browser is clc
Enable DOM Storage

Enable Integrated Windows authentication™

Enable memary protection ko help mikigake online atkacks*
Enable native MLHTTP support

Enable SmartScreen Filker

[ Use 55 2.0

Use 55 3.0 J

Use TLS 1.0 |

Warn about certificate address mismatch™®

| [ warn if changing between secure and nat iseu:ure mode
1 3

-

*Takes effect after wou restart Internet Explarer

Restore advanced setkings |

Reset Internek Explaorer setkings

Resets Inkernet Explorer's settings ko their default Resat,.. |
conditior,

You should only use this iF vour browser is in an unusable state.

njﬁn Some sethings are managed by wour system administrator,
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For Mozilla FireFox browser this can be located under:

1. Tools

2. Options

3. Advanced
4. Encryption

Please note the yellow highlighted setting below which should be
checked.
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General Tabs Content  Applications  Privacy  Security SvnC Advanced

General | Netwu:urkl Update Encryption |

~Protocals
W UsessLan ¥ UseTLS 1.0

— Certificates
When a server requests my personal cerkificate:

{ Seleck one automatically % &sk me every time

Wiew Certificates Revocation Lists ‘alidation Security Devices

(] 4 I Cancel Help




For Google Chrome browser this can be located under:

Click Wrench Icon

Settings

Select "Under the Hood" Tab
Click Change proxy settings
Select "Advanced" Tab

Scroll down and check TLS 1.0
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Please note the yellow highlighted setting below which should be
checked.

General I Security I Privacy I Cantent I Connections I Prograns Advanced |

Sekkings

O check For server certificate revacation® ;I
heck For signatures on downloaded programs
[ Do nat save encrypted pages ta disk
Empty Temporary Internet Files Folder when browser is clc
Enable DOM Storage
Enable Integrated Windows Authentication®
Enable memory protection ko help mitigate online attacks™*
Enable native ¥MLHTTP support
Enable SmartScreen Filber
[ Use 5L 2.0
Use S5L 3.0

Use TLS 1.0 | J
Warn about certificate address mismatch®

| O warn if changing bebween secure and nok iseu:ure mode ¥
4 [

*Takes effect after wou restart Internet Explorer

Restare advanced setkings |

Reset Internet Explorer settings

Resets Inkernet Explorer's settings to their defaulk Feset. .. |
condition,

You should only use this if your browser is in an unusable skate,

iﬁn Some settings are managed by wour swstem adminiskrator,

I, I Cancel iy

Thank you,

Information Services Division
City of Camarillo
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